Backing Up Your Data

There’s a saying in the computer industry: the question isn’t if you’re going to lose your data, but when.  Although we’d like to think computers are perfect, of course, they’re not.  Computers are subject to damage from mechanical failures, viruses, power fluctuations, dirt, heat, and more.  Your best protection against data loss is to make a backup, or copy, of your information. 

There are many different ways you can make a backup.  The original method of floppy diskette is not an option in today’s world, since it would require about 712 floppies per gigabyte!  Streaming tape is one of the oldest and most common ways to archive information, but it has numerous downfalls.  Tapes use sequential retrieval, which requires the system to run through the tape until it reaches the files you wish to restore.  They can be unreliable, and read errors are common.  Heat will damage tapes much quicker than other types of media.  So why would anyone use it?  You can make unattended backups by leaving your system on at night programming the computer to do the rest.  The speed of recording isn’t too bad.  Tape drives at present hold more data than many other media types.  You will require fewer tapes, which means less switching in the middle of the backup process.

Removable media drives such as Zip disks arrived on the scene in the late 90’s.  They work much like floppy disks but hold 100 megs each.  Superdisks are a similar product, which hold a bit more data (120 megs).  They are very convenient, and the drives will read standard 1.44 floppies as well.  This frees up a drive bay, which can be beneficial in cases where expansion room is at a premium.  Jazz disks are a bit larger physically than the Zip, and hold 1 to 2 gigabytes of data.  The high cost of media has kept the Jazz drive from becoming a mainstream product.  CDRW media (a CD which can be rewritten thousands of times) is becoming extremely popular.  A CD or CDRW disc holds 630 megs of data and is fairly fast to write to.  Data can be accessed randomly as with the removable media drives.

Some people have a second hard drive of equal size installed in their system and simply duplicate the contents to it every so often.  For larger companies, a RAID array is a more practical way to back up.  RAID is an acronym for redundant array of independent disks. 

Webopedia.com defines raid as “a category of disk drives that employ two or more drives in combination for fault tolerance and performance”.  In most RAID arrays, when a failure does occur, an alternate drive keeps right on going, and an alarm will let you know a drive has failed.  Keep in mind this will slow down system performance, since it must write data more than once every time.  The big plus is, your system should have very high non-failure rate.  In operations where having the system up is crucial, a RAID is a mandatory piece of equipment.  Due to cost, RAID units are not used in the home environment.

A common question I’m asked is, how often should you back up your system?  That depends on how important your data is to you.  Ask yourself how hard it would be to replace if you lost it.  On a non-essential system, once or twice a month should do.  Home users should back up at least once a week.  It is recommended that businesses make a backup every day.  The labor costs involved to reenter lost data will usually far outweigh the investment in equipment over time.  Be sure to keep multiple backups and rotate your media.  That way if your most recent copy fails, you will have an earlier version to fall back on.  It is also a good idea to store the archive in a different physical location from your computer in case of fire or other disaster.  No matter which way you choose to back up your system, the main thing is that you do.

