Every day, computer viruses are written by someone with too much time on their hands and nothing better


to do with it.  Reports of new loopholes and security issues are regularly released.  Not long ago I was 


talking with Mr. Greenhill at Goodwill Industries of Portsmouth.  He asked me, "How do viruses infect a 


computer if you're already running a virus protection program?"





New mutations come out every day.  Even if you updated every hour, the anti-virus software


companies may not have had time to write a cleanup program for a virus that was just released, or 


add a fix for it to their software.  In other cases, a virus may exploit a flaw that has existed for some 


time in software you may be running at this very moment, but no one was aware the loophole existed until 


recently.  Take for instance this news item that was released December 23rd, 2001;


"The company (Microsoft) acknowledged this week that Windows XP suffers from serious problems that 


allow hackers to steal or destroy a victim's data files across the Internet or implant rogue computer 


software. The glitches were unusually serious because they allow hackers to seize control of all 


Windows XP operating system software without requiring a computer user to do anything except 


connect to the Internet."  And this one that is similar to the XP problem, dated 1/2/02; "A security 


hole in AOL Time Warner's Instant Messenger program used by millions of users worldwide can let a 


hacker take full control of a victim's computer, according to security researchers and the 


company."  





How can you protect yourself from these new viruses and security issues?


Install all of the most current patches that are available for your operating system and most commonly 


used programs.  These are available from Microsoft, or the company who wrote the affected program.


Visit their website, and search for the word "patch" to see all patches currently available.





Sign up with an internet service that offers built-in virus screening.  Your email is checked for


viruses before they are sent to you.  If an infected message arrives, it is place in quarantine on


the host server.  You can then safely view its contents, and delete it before it ever reaches your


computer.  By using this service your computer will not be slowed down by a memory resident email 


scanner.





If your ISP permits, leave all of your email on their server, read and delete it from there using


a program such as www.mail.  If your ISP does not offer such as service, sign up for an off-system 


email box at a site such as Hotmail or Yahoo mail.  If you don't download any mail onto your system, 


then you also won't download any email viruses.





For those of you who still prefer POP mail (the kind delivered to your computer), your best protection


is a memory resident email virus scanner.  Also never, ever open attachments.  If you do receive 


an email with a file attached, contact the sender and ask them if they intended to send you something with an 


attachment.  You might find that the virus program itself sent the attachment and your friend knew nothing 


about their computer being infected!





Update your virus protection no less than once per week.  Once a month is no longer adequate as viruses


are multiplying at an alarming rate.





If possible, don't use the same computer you run your point of sale or other business software on for surfing 


the net.  If the information is mission critical for you to stay in business, don't chance it for a game of 


backgammon.  Set up a firewall, either hardware or software.  This can help stop trojan horse and other viruses which can 


take over your machine.





And last but assuredly not least, keep a backup.  With hard drives so inexpensive these days, you might 


consider a duplicate hard drive.  Use a program such as Norton's Ghost to copy the entire drive.  Then 


turn it off in cmos or unplug it.  No virus can touch the backup if it is not in the machine or accessible.  


You might want to consider a removeable hard drive rack for added convenience. Or, use your CDR/W burner 


and a rewriteable disc for some inexpensive insurance.  





As the saying goes, "An ounce of prevention" is always better than waiting until you have a problem then 


trying to cure it.  Your system may not work properly even after the virus has been removed.  Why is that?


Sometimes files are damaged beyond repair.  Parts are deleted from them, and with thousands of different 


programs on the market there would be no way to put patches for every possible file into the antivirus 


software.  





Virus protection is a good and necessary thing, but like a vaccination, it cannot cover every illness your 


computer could get.  Follow these guidelines to help keep your computer healthy.





