Passwords: easier to guess than you think





With all the news lately about the security holes in AOL's instant messenger, ICQ, MSN messenger, etc. its no wonder people are becoming more security conscious.


But you probably never realized just how easy it is for someone to gain access to an


account until it happens to someone you know.  





You might be thinking, I'll use great-grandma's middle name, or my friend's pet, no one will think of ME using that word.  If this hacker is in California, he can't possibly guess that!  Actually, guessing doesn't have much to do with it.  The most common way to crack an account is to use a password list, also called a dictionary attack.  These lists are based on a category, such as common male first names, or these same names spelled backwards.  Another list may have normal words like soccer, pontiac, and lampshade.  This is why most sites suggest you add numbers to the beginning or end of the word you choose, since list crackers aren't set up to use that type of combination.





This is why when you choose a password,  you should always mix alpha characters and numeric.  Why not just use all numbers then?  Pin number generators, similar to those used to gain access to bank cards, can crack them easily.  If only they could apply this method to picking your lottery numbers!  





When the website permits, combine capital and lowercase letters to make things more difficult.  Non-standard characters are even better, although most password systems won't accept more than the dash (-) or underscore (_) characters.  





Some sites suggest simply using a long sentence or phrase with a number in it somewhere is the best password.  If you don't want to type all that, just take the first letter of each word and add some unusual characters.  Visit http://planet.tvi.cc.nm.us/cit and select the article, "How to Choose a Password" for some interesting ideas.  





Others say random gibberish is even better.  Http://www.hgmp.mrc.ac.uk/MANUAL/faq/good-password.html tells more about this, and how the first 8 characters of your password are the most important!





How else can you protect your accounts from being stolen?  Make sure to put a password on anything that you have the option to.  If you don't, another person can, either intentionally or inadvertently take over your account as their own.  Enable secure mode if it is available.  This adds an extra layer of protection the cracker must penetrate to get to your account.  Never use the same password on a financial site that you use on a gaming site or instant messaging program.  Never give out your password!  If you are having trouble getting into your account, contact the site directly.  Do not use an email reply posted by someone named flybynight on a message board. 





It is much easier to type in an unusual password than it is to regain control of your account once someone has taken it over.  Taking a few minutes to come up with a password that is secure and easy for you to remember will pay off in the long run.


